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V/v d& nghi kiém tra, theo ddi ngan chin két ndi
va x6a cdc tap tin chira m3 dc
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S& Théng tin va Truyén thdng nhén duoc Céng vin sé 238/VNCERT-DPUC
ngay 03/8/2016 cua Trung tdm Ung ctru khin cép may tinh Viét Nam (VNCERT)
vé viéc theo doi, ngan chin két ndi va xo6a céc tip tin chira mi déc.

S& Thong tin va Truyen th6ng dé nghj Lanh dao céc co quan, dcm v; td chirc
trién khai va chi dao cac don vi thudc pham vi quan ly thuc hién khin cép cic noi
dung sau:

1. Kxem tra, theo d3i va ngin chin két ndi tir hé thong thong tin ciia co’
quan dén cac tén mién sau:

a) playball.ddns.info
b) nvedia.ddns.info
¢) air.dcsvn.org

2. Ra quét hé théng va xéa cic thr myc va tip tin ma ddc ¢ tén va kich
thwéc twrong ing:

a) C:\Program F 1les\Common Files\McAfeeMcAfee.exe (137.28 KB)

- MD5: 884D46C01C762AD6DDD2759FD921BF71

- SHA-1: D201B130232E0EA411DAA23C1BA2892FE6468712
b) C:\Program Files\Common Files\McAfeeMcUtil.dll (3.50 KB)

- MDS: C52464E9DF8B3D08FC612A0F 1 1FE53B2

- SHA-1: E464D10AD93600232D7A24856D69F00510949A40
¢) C:\Windows\system32\DiskMgers.dll (85.00 KB)

- MDS5: 9BF793EF195CC62F8A61093F77B03158

- SHA-1: 46844BOACF2BB67ADBF2304A61BE07738D2DDD64
d) T4p tin “diskperf.exe”: tim tit ca céc file trong & Hé diéu hanh cé:

- MDS: 29E656E1256FC998B7CE8494656B3EF8

- SHA-1: 8C073B63D85CBF48BD742A62C7AS9EEB064DA74D
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hing ma doc trén dic bigt nguy hiém, cé thé danh cip théng tin va phé hay
hé thdng, S& Théng tin va Truyén thong dé nghi Quy co quan, don vj nghiém tuc
“thuc hi¢n theo Huéng din kiém tra ma MD5, SHA-1 cia tap tin va cich thirc xéa

tdp tin chirc ma ddc theo Phu luc dink kem Céng vdn nay.
au khi thyc hién, @& nghi Quy co quan, don vj bdo cdo tinh hinh vi két qua
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thuc Hién vé S& Théng tin va Truy

Piéu ?anh (E-office) hoic dja chi thu dién tir: entt.stttt@khanhhoa.gov.vn truéc

ngay

én théng qua phin mém Quén ly vin ban va

5/8/2016 dé tong hop, béo co Uy ban nhan dén tinh,

Jud trinh thyc hién néu c6 vuéng mic hoic cin h3 trg, dé nghj Quy co quan,
don vj lién hé: Phéng Céng nghé théng tin - S& Théng tin va Truyén thong, dién
thoai: 0583.563533 (g¢ip chi Nga — DD: 0947044099).

an trong./.
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\ PHU LUC
g d4n cich thirc kiém tra ma MDS5, SHA-1 ciia tip tin
va cach thire xoa tip tin chira ma dgc
g viin s6: 1045/STTTT-CNTT ngdy 05/8/2016 ctia S¢ Théng tin va
Truyén thong)

frong din kiém tra ma hash MDS, SHA-1:

a) Download phén mém: http://www.nirsoft.net/utils/hashmyfiles.zip

b) Kiém tra: Giai nén tip tin hashmyfiles.zip trén, tién hanh m¢ file
“HashMyFiles.exe”. Nhén véo File -> Add Files; Tré dén file cin kiém tra m3
Hash. M3 MD5 va SHA-1 s& hién thj bén khung chuong trinh. Ban chi cin déi
chiéu ma MD5 va SHA-1 tuong tmg trong Céng vin di kém.

2. Huéng din g& bé tap tin chira ma dje:

a) X4c dinh m3 doc: Néu ma MD5 va SHA-1 tring nhau thi tip tin trén may
tinh 12 phin mém c6 chira ma dgc. Néu khéng tring thi chua khing dinh 100% né
khéng phai 12 ma dgc. C6 thé khdng xoé trong trudng hop nay.

b) Céch xoa tap tin chira ma ddc: Do tap tin ndy dang chay nén ta can dimg
hoc tét tién trinh nay truéc khi xod. Trudc tién cin tai phin mém mién phi c6 tén
“Process  Explorer” cla Microsoft tai dja chi bén dudi:
https://download.sysinternals.com/files/ProcessExplorer.zip

Sau khi tai vé giai nén ta chay file “procexp.exe”. Tién hanh tim kiém céc tién
trinh tuong Umg trong Cong vin & trén va nhan chuft phai chon “Suspend” hoic
“Kill Process”. Sau khi chon xong, ta vio dudng dan tuong img dé xo4.




DANH SACH GU1 CONG VAN,

STT |{Tén ¢o quan, don vi
1. | Van phong Tinh Oy
2. | Vén phong Poan BBQH&HDND tinh
3. [ Vén phong UBND tinh Khidnh Hoa
4. | S¢& Céng thuong
5. | S& Tai chinh
6. [SoLDTB va XH
7. |S&Yte
8. | S& Tu phdp
9. | S& Thi nguyén va Mdi trudng
10. [Sé& Ké hoach va Pau tu
11. | S& Giao thdng - Vin tai
12. [ S& Nong nghiép va Phit trien Nong thon
13. | S& Viin héa, Thé thao, Du lich
14. | S& Khoa hoc va Cong nghé
15. | S& Xay dung
16. | S& Gido duc va Pio tao
17. | S&Nbi vy
18. | S& Ngoai vu
19. | S& Du lich
20. |Ban Dantoc
21. |Ban QL khu KT Vén Phong
22. | Congan tinh
23. | B Chi huy quéan sy tinh
UBND cdc huyén, thi x4, thinh pho
24. | UBND thanh ph6 Nha Trang
25. | UBND thanh phé Cam Ranh
26. | UBND thj x3 Ninh Hoa
27. | UBND huyén Van Ninh
28. | UBND huyén Dién Khédnh
29. | UBND huyén Khinh Vinh
30. | UBND huyén Khanh Son
31. |UBND huyén Cam Lam
Céc co quan nganh dgc TW
32. | Cuc Thué tinh
33. | Cuc Hai quan tinh
34. | Cuc Thong ké
35. | Bao hiém x3 héi tinh
36. | Ngan hang nha nudc tinh
37. [Toa an nhin dén tinh

Vién Kiém sit nhan dén tinh




