CANH BAO NGUY CO MAT AN TOAN THONG TIN TREN
MOT SO DONG MAY TiNH LENOVO

Trung tam Ung ciru khan cap may tinh Hoa ky (USCERT) d4 cong b phat
hién mot s6 dong may tinh caa Lenovo san xuét tir thang 9/2014 d& bj cai dat
trudc phan mém doc hai dang adware co tén 1a Superfish VisualDiscovery (goi
tat 12 Superfish). Phan mém nay cd thé thu thap thong tin tir cac truy cp trén cac
may tinh bi cai dit Superfish ngay ca khi cac ludng dit liéu ¢4 duoc ma hoa bang
giao thaee HTTPS va chén thdng tin quang cdo vao luu lugng web cta nguoi
ding. Do phan mém Superfish sir dung chimg thu s6 tin cay tir hé thong, trinh
duyét s& khong hién thi bat ky canh bao ndo vé viéc luu luong web d4 bi gia
mao. Mic du Cong ty Lenovo tuyén b da g& bo phan mém trén ra khoi cac may
tinh cua hang san xuat sau thang 01/2015, song nhitng may tinh d& xuat xudng
trude day van co thé d bi cai dat phan mém Superfish.

Trung tam Ung ctru khan cp may tinh Viét Nam (VNCERT) danh gia day
la mot nguy co mat an toan thdng tin nghiém trong, cho phép tin tic gia mao
SSL, tan cong danh cap thong tin trong cac ung dung thu dién tir, giao dich qua
mang v.v..

Trung tdm VNCERT kinh d& nghi Quy don vi phd bién, canh bao va chi
dao thuc hién rd soat, g& bo, vo hiéu hoa phan mém trén dé bao dam an toan
thdng tin. Trung tdm VNCERT cung cip canh bao va hudng din tai dia chi
http://vncert.gov.vn/.

Moi thong tin chi tiét xin vui 10ng lién h¢:

- Phong K§ thuat hé théng — Trung tam VNCERT

- bién thoai : 0436404424




HUONG DAN KHAC PHUC NGUY CO MAT AN TOAN THONG
TIN TREN MOQT SO DONG MAY TINH LENOVO

1.  Kiém tra mjt s6 dong may tinh Lenovo bi cai dit Superfish. Tham
khao tai dia chi:

https://support.lenovo.com/us/en/mcafeesubscription

2. G& b6 phan mém Superfish va c4c chirng thu s6 lién quan:
- Str dung phan mém chdng Virus da dugc cap nhat
- Tham khao cong cu do Lenovo cung cép tai dia chi:

https://support.lenovo.com/us/en/product security/superfish uninstall

- Tham khao hudng dan ciia Microsoft tai dia chi:

http://windows.microsoft.com/en-us/windows-vista/view-or-manage-your-

certificates

https://technet.microsoft.com/en-us/library/cc772354.aspx

- Tham khao huéng dan ciia Mozilla tai dia chi:
https://wiki.mozilla.org/CA:UserCertDB#Deleting a Root Certificate




