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BO Y TE CONG HOA XA HQI CHU NGHIA VIET NAM

CyUC CONG NGHE THONG TIN Pjc lap — Ty do — Hanh phic
S6: 220 /CNTT-CSHT Ha Ngi, ngay IO thdng ¥ ndm 2015
VIV ra so0dt, ting cudng dim bédo an toan
théng tin trén méi trudong mang

M\” KH AN ,mq Kinh gtri: - Cac Vy, Cyc, Téng Cuc, Thanh tra B Y té
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Chuvén . .
e _Hiéd nay, viéc dam bao an toan thdng tin thong tin 13 yéu clu hét sic

quan trong, ddc biét 1a céc thong tin duge luu trix, truyén dua trén moi trudng
mang. Nham han ché cdc sy ¢6 méit an toan thong tin va ting cudng bao vé an
ninh, an toan hé théng mang théng tin quéc gia, Cuc Céng nghé¢ thong tin kinh
dé nghi cédc don vi thuc hién cac hoat djng sau:

1. Tién hanh.kiém tra, ra quét toan bd hé théng nhim phat hién va khic
phuc céc 15 hdng bao mat, dic biét 1a cac 15 hdng phd bién nhu:

-

- L8 héng Blind SQL Injection. Day la 16 hdng bao mét rat nghiém tong QSY
ctia l4p trinh vién khi x4y dung, phat trién trang thong tin dién tir do khong kiém / S/
tra chit ch& dir liéu ddu vao cho phép tin tic thuc thi cdu 1énh truy vén bét hop
phép chiém quyén quan tri trang thong tin dién tir. Déng chi v, tin tic ¢ thé lgi
dung 16 hdng nay dé khai thic tai khoan quan trj hé théng théng tin, chiém
quyén didu khién server. Cy thé, di thu thap dugc toan bj thong tin vé tai khoan
quan tri trén trang mch.moh.gov.vn bao gém tén diang nhép, mat khdu m3 hoa, sb
dién thoai, dia chi email, thoi gian ding nhiap...

- L8 hdng Cross site scripting (XSS). Loi dung 15 hdng bao mat nay tin téc
c6 thé tén cong danh cép thong tin ngudi dung, thuc thi mét sé truy cap bat hop
phap t&i may chi web. Khai thac 16i bao mat trén, tin tic cé thé chén cic doan
ma ddc hai 1én may chi web hojc két hop sir dung hinh thic tin cong Social
Engineering dé danh cép phién truy cap cia ngudi dung (session cookie).

- L3 héng Slow HTTP Denial of Service Attack. Loi dung 1 héng bao mat
ndy tin tic s& giri gbi tin lién tuc 1am treo hé thng (vi hé théng s& xur ly géi tin
mdt cach tuln ty).

- L8 héng Host Header Attach. Lgi dung 16 hdng bao mat nay tin tic sé
chén cac doan mi doc hai vao Host header (thdng qua viéc giri cic géi tin
request), may chu s& thye thi c4c 1énh ma tin tic mong mudn.




2. C6 bién phdp g& bé ma déc trén may chu va trong ma ngudn (néu cb);

3. Téng cuodng céc giai phip bio dam an ninh, an toan thong tin cho hé
théng '

4. Tang cudng céc gidi phdp bao dam an ninh, an toan théng tin cho cac
tai khoan ca nhén, tranh tinh trang sir dung mat khau cé d¢ bao mat yeu dé bj
chiém doat.

5. Bao cdo két qua kidm tra va phuong an xir ly vé Cuc Cong nghé thong
tin dé theo d5i va 1am co s& béo céo lanh dao B Y té va bdo céo B Cong an.

Cuc Céng ngh¢ théng tin xin tran trong cam on!

Noinhin:

- Nhu trén;
- Thir truéng Lé Quang Cudng (dé blc);
- Luu: VT, CSHT.
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