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"Tien d¢ giai quyet:

Ngay chuyen VB:................................................................... Ngay trinh VI3 tra loi: .

Ngay ban hanh VB tra lai:...................................................... S6, ky l~i~uVB tra loi: .

Danh gia thoi gian hoan thanh: Trn&c han LJl Dung han OJ Tr~ han []
BM-0!-VTVP/O



•JI ' 1{ n\ 11...:11\,11 1ti" Kinh giri: - Cac Vu, Cuc, TBng Cuc, Thanh tra B() Y t8
,. , s c . 6j,h ,J, .-- - Cac d~ vi true thudc B() Y ~8

J) EN Ng A, JU.. J. 1.5~. - Sa Y te cac tinh, thrum pho true thu9c Trung uong

C r11I y ;,'fl , ,

----------·-------------4:1i: nay, viec dam bao an toan thong tin thong tin la yeu cau het sue
quan trong, d~c bi~t la cac thong tin duce hru tru, truyen dua tren moi tnrong
mang, Nham han ch8 cac sir c6 mdt an toan thong tin va tang cuong bao v~ an
ninh, an toan h~ thong mang thong tin qu&c gia, C1,1cCong nghe thong tin kinh
d~ nghi cac don vi thirc hien cac hoat d()ng sau:

1. TiSn hanh .kiem tra, ra quet toan hQ h~ th6ng nhim phat hi~n va kh~c
phuc cac 16 h6~g bao m~t, d~c biet la cac 16 h6ng ph6 biSn nhir:

- L3 hBng Blind SQL Injection. Day la Id hBng bao m~t rdt nghiem trong ,,~\ c'!1
cua l?p trinh vien khi xay dung, phat trien trang thong tin di~n tu do khong ki8m t;7 ,;
tra .ch~ ~bedil ~~u <!Auvao cho phep tin ~c thtrc thi citu l~nh truy viln bit .hqp ~·~(~.. l

phap chiem quyen quan tri trang thong tin di~n tlr. Dang chu y, tin ~c c6 the lei sch ~
- ~ 1 ~ , ~

dung lo hong nay de khai thac tai khoan quan tr] h~ thong thong tin, chiem
quyen dieu k.hi~nserver. Cu th~, da thu th~p duce toan bQthong tin ve tai khoan
quan tri tren trang mch.moh.gov. vn bao gBm ten dang nh~p, m?t khiu ma h6a, s6
di~n thoai, dia chi email, thoi gian dang nhap ...

- LB h6ng Cross site scripting (XSS). Loi dung 16 hdng bao m~t nay tin t~c
co the tdn cong danh d.p thong tin ngiroi dung, thuc thi m9t s6 truy ~P bdt hop
phap t&imay chu web. Khai thac lbi bao m?t tren, tin t~c co thS chen cac doan
ma dQC hai len may chu web hoac k~t hop Slr dung hinh thirc tdn cong Social
Engineering dS danh c~p phien truy c?p cua nguoi dung (session cookie).

- LB hBng Slow HITP Denial of Service Attack. LQ'i dung 16 h6ng bao m~t
nay tin t~c se giri goi tin lien tuc lam treo h~ thBng (vi h~ th6ng se xir ly g6i tin
m9t each tufui nr).

- Lo h6ng Host Header Attach. Loi dung 16 h6ng bao mat nay tin t~c se
chen cac doan ma d9c hai vao Host header (thong qua vi~c giri cac g6i tin
request), may chu se thirc thi cac l~nh ma tin ~c mong muon.

BO Y TE C(>NGHOA xA H(>I CHU NGHiA VI~T NAM
CVCCONGNGIIt THONG TIN Dqc lip - T\f do - Httnh phuc

Sb: 220 /CNTT-CSHT Ha Npi, ngay 10 thong ':£'- ndm 2015
V/v ra soar, tang cuong dam .bao an toan

thong tin tren moi tnrong rnang
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2. C6 bien phap go bo ma d(>ctren may chu va trong ma nguBn (n8u c6);

3. Tang cuong cac giai phap bao dam an ninh, an toan thong tin oho h~
thong

4. Tang cuong cac giai phap bao dam an ninh, an toan thong tin cho cac
tai khoan ca nhan, tranh tinh trang SU dung m~t khAu c6 dQbao m~t y~u, d~ bi
chiem doat.

5. Bao cao k~t qua kiSm tra va phuong an xti ly v6 Cuc Cong ngh~ thong
tin dS theo doi va lam co s<rbao cao Hinhdao Bl) Y t~ va bao cao B9 Cong an.

Cuc Cong ngh~ thong tin xin tran trong cam on!

Nai 11/z~11:
- Nhtr tren;
- Thu tnrong Le Quang Ceong (da b/c);
- Luu: VT, CSHT.
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