UBND TINH KHANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM

SO Y TE Doc 1ap - Tw do - Hanh phic
S6: 3099 /SYT-VP Khdnh Hoa, ngay 11 thdng 12 nam 2015

V/v cung ¢6 an ninh, an toan
h¢ thong mang.

Kinh gui: Céac don vi truc thude

Vua qua Cuc An ninh mang, Bo Cong an canh bdo vé mot sb 16 hong cho phép
tin tic co thé tn cong, xam nhap chiém quyén diéu khién hé théng, cai ma doc; thu
thap thong tin.. , dong thoi mot s6 hop thu dién cOng vu cua co quan, don vi truc
thude S¢& Y té dat mat khau yéu, don gian nhu: 1234, 1988, 12345, 987654321..Vi
vay, S& Y té yéu cau cac don vi trién khai céc noi dung, cu thé nhu sau:

1/ Xay dung Quy ché An toan. an ninh thong tin tai don vi (can cir theo Quyet
dinh 4494/QD-BYT ngay 30/10/2015 cua B¢ Y té vé ban hanh Quy trinh phdn ing voi
cac sw ¢6 an toan, anh ninh thong tin tai cdc don vi trong nganh y té va Quyét dinh
4495/0D-BYT ngay 30/10/2015 ciia BS Y té vé Ban hanh Hudng dan xdy ding néi quy
an toan, an ninh thong tin trong cdc don vi trong nganh Y té).

2/ Sir dung email cong vu trong trao déi cong viéc hing ngay; Pi mat khau
cua email cong vu da dugce cap mat dinh.

3/ Trang bi phan mém diét virus thuong mai ¢6 uy tin trén thi truong (ddc biét
danh cho mdy chu dit liéw), thudng xuyén quét ra soat ma doc.

4/ Khong truy cdp vao cic trang web la/mo email la hoac nhan vao duong link
ma khong biét dich dén.

5/ Nghiém cim st dung may tinh ¢6 két ndi Internet dé soan thao tai li¢u
thudc danh muc bi mat nha nude, khong sir dung thiét b luu trit ngoai dé luu trir, sao
chép tai liéu gitra cdc may tinh c6 soan théo tai liéu thudc danh muc bi mat nha nudc
va may tinh c6 két ndi Internet.

6/ Str dung c¢éng cu mién phi cla Kaspersky phién ban méi nhat (tir 15.0.19.0
tro lén) dé ra quét va diét ma doc, ngan chan cac két ndi téi tén mién may chu diéu
khién tai tudng lta (theo danh sdch tén mién dinh kem), giam sat cac két ndi vao, ra hé
hong mang kip thoi phat hi¢n va thong bao cho S¢ Y té khi phat hién may tinh bi
nhiém ma doc dé phdi hop xu ly.

Lanh dao céc co quan, don vi nghiém tuc trién khai thuc hién tai don vi./. /w

GIAM DOC

Noi nhan:

- Nhu trén;

- Lanh dao SYT;

- Cac phong, Ttra So;
- LuwVT, VP




I Danh ssch tén mién

accessdest.strangled.net
bookstore.strangled.net
bug.igniorelist.com

cars-online.zapto.org
chinafood.chickenkiller.com
coldriver.strangled.net
developarea.mooo.com
downtown.crabdance.com
easport-news.publicvm.com
eurovision.chickenkiller.com
fifa-rules.23u.com
forum.sytes.net
goldenfoade.strangled.net
greateplan.ocry.com
health-everyday.fagserv.com
-highhills.ignorelist.com
hockey-news.servehttp.com
industrywork.mooo.com
leagueoflegends.servequake.com
marketplace.servehttp.com
mediahistory.linkpc.net
music-world.servemp3.com
new-book.linkpc.net

DT A i seral~; s
nevwgEame. 2w &y . Com

newutils.3utilities.com
nhl-blog.servegame.com
nightstreet.toh.info
olympik-blog.4dg.com
onlineshop.sellclassics.com
[ pressforum.serveblog.net
radiobutton.mooo.com
sealand.publicvm.com
securesource.strangled.net
softstream.strangled.net
spertacademy.my03.com
sportnewspaper.strangled.net
supercar.ignorelist.com
supernews.instanthg.com
supemews.sytes.net
telesport.mooo.com
tiger.got-game.org
top-facts.sytes.net -
track.strangled.net
wargame.ignorelist.com
weather-online.hopto.org
winterspert.mrbasic.com
x-files.zapto.org

Danh sdch Backdoor, Trojan nhin dang b&i Kaspersky

Backdoor. Win32.Turla.cd
Backdoor. Win32.Turla.ce
Backdoor.Win32.Turla.cl
Backdoor.Win32.Turla.ch
Backdoor. Win32.Turla.cj
Backdoor.Win32.Turla.ck
Trojan.Win32.Agent.dne

Trojan.Win32.Agent.iber
Trojan.Win32.Agent.ibgm
Trojan.Win32.Agentb.adzu
Trojan. Win32.Inject.iujx
Trojan.Win32.Nus.g
Trojan. Win32.Nus.h
Rootkit.Win32.Turla.d
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